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Abstract

This study examines the security challenges around the Student Representative
Council (SRC)’s electronic voting systems at a public-funded university in the
Western Cape province. Given the emergence of the global Corona Virus Dis-
ease (COVID-19) pandemic and South Africa’s national energy crisis, univer-
sities have reconfigured their business models including the SRC voting sys-
tem. The objective of this paper was to conduct a credible and preserve the SRC
voting process. In addition, the study examined the security challenges brought
about by the electronic voting system with the aim of suggesting appropriate
interventions that could deter would be perpetrators. A qualitative research
methodology was used to gather data from members of the SRC, students and
student administration. Data were collected through a semi-structured inter-
view, in a face-to-face environment. The study established user mistakes, tech-
nical errors and unacceptable user behaviour as the root causes of security vul-
nerabilities in the e-Voting system. Furthermore, the paper revealed that stu-
dents voted for the SRC using their student numbers, thus, exposing the iden-
tities of voters. The recommendations were to generate numbers, allocate them
to registered voters, and use them for voting. Election Officers were required
to attend Information Security awareness training programmes in order to ex-
ercise due handling of people’s information. The use of biometrics authentica-
tion was suggested to improve the security of information.
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1. Introduction

Electronic voting (e-voting) means an electronic ballot conducted through remote
voting on the internet. This has been practiced in Estonia (“I-Voting”), and ac-
cording to the Estonian government, I-Voting allows voters to cast their ballots
from any internet-connected computer/mobile phone anywhere in the world [1].
After the Estonian government, many institutions began adopting the new online
voting system. Since the 1980s, Internet voting has been a topic of interest when
[2] proposed the use of mixed nets to ensure the secrecy of the vote. Today, the
interest in Internet voting continues to grow constantly, with its increasing adop-
tion in legally binding elections ranging from universities [3] [4]. The increase in
the adoption of e-voting came from benefits such as voters’ ability to cast ballots
using their own devices and the fact that there is no time wasted in long queues.
Voters do not travel long distances, thus, reducing transportation costs, and can
do other business chores [4]. The system allows for inclusivity as people living
with disabilities or serious medical conditions can exercise their democratic rights
without transporting themselves to the polling station to cast ballots. In addition,
Internet voting allows those people who will be traveling or will be on duty during
election day to cast their ballots anywhere in the world [5] [6].

With an increase in institutions and countries adopting new ways of voting,
there is a high chance that cyber attackers are likely to counterattack the voting
systems. The computer security community has looked at online voting systems
for decades and considers it an open problem [6]. This implies that electronic vot-
ing is an open book that can be explored by cyber attackers and tampered with for
malicious reasons; hence security and privacy issues in (e-voting) have been re-
ceiving extensive attention recently [7] [8]. Many researchers believe paperless
electronic voting machines are inherently insecure because they lack the transpar-
ency or verifiability necessary to prevent attacks by dishonest insiders [1] [6] [9].
Election boards overestimate the reliability of technology assume it will solve ex-
isting problems and ignore the potential for anticipated consequences and new
vulnerabilities.

This study focused on the public university that has initiated the use of internet
voting to elect its respective student representative council or political organisa-
tion. The greatest challenge with Internet voting arises from the fact that electoral
authorities do not have control over all the equipment used by voters [10] and
who cast their votes. The potential for former students accessing the system and
casting their votes is very high. The checks and balances to verify are minimal and

in many instances unavailable.

1.1. Overview of Electronic Voting (e-Voting)

The shift from computers to smart devices, the automation changes of computers
connecting via wireless devices, and the use of these devices to produce information
for humans to use in production and processing are termed Industry 4.0 (14.0)

[11]. Industry 4.0 comprises technologies that can be incorporated into voting.
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Particularly cost-effective in voter authentication and identification, vote count-
ing, publication of results, and voting and recording of votes cast [12] [13]. The
electronic voting system uses Identity Document (ID) /Staff /Student numbers as
voter authentication. At universities, student numbers are used as voter authenti-
cation. Some electronic voting systems allow electronic IDs either by way of a
smart card or cell phone with a public key infrastructure capable of SIM-card, to
authenticate themselves [7]. Electronic voting can also be described as the use of
electronic devices over the internet to cast ballots at home or possibly at work [11].
These electronic devices are smart computers, mobile phones, or anything that
can be connected to a server.

Electronic voting protocols have been implemented in different elections, rang-
ing from university to government-based or political party elections [12]. The
United States of America (US) is utilizing electronic voting during their govern-
ment-based elections. The e-voting system involves several types of machines,
touch screens for voters to mark choices, scanners to read paper ballots, and web
servers to display results to the public. However, [4] advocates that the term e-
voting is being used from casting votes by electronic means to asking the Internet
community for an opinion on a political issue, to the publication of election re-
sults. According to [14], electronic voting is a more encompassing initiative than
Internet voting since it can represent any means of electronic voting, including
kiosks, Internet, telephones, punch cards, or optical scans. There are four types of
electronic voting systems namely Computer Counting, Direct-recording elec-
tronic voting machines, Online voting, Poll site and Kiosk voting systems. How-
ever, the two main types of e-voting systems, remote voting and direct-recording
electronic voting machines will be discussed in this paper because of their rele-

vance to the SRC e-voting system used at the research site.

1.1.1. Direct-Recording Electronic Voting System

There has been extensive adoption of Direct-Recording Electronic (DRE) devices
for voting at polling stations around the world [9]. The system was used by Brazil in
the 2022 elections, and voters had to dial a number that corresponds to the desired
candidate or party, which shows the name and photo of the candidate or party on
the screen. After that process the voter would press a specific button to confirm the
vote or cancel the vote and retry. [6] emphasize that this system requires voters to
use a keyboard or touch screen to mark their votes on a computer terminal, directly
connected to a stand-alone, polling-station-located computer. When the candidate
selection procedure is completed, DRE systems present the final selection to the
voter before ballot casting is completed [15]. This system is similar to a computer
machine located inside the university library which is used by students to purchase
printing and scanning credits. The system requires students to key in their student
numbers for student identification. In contrast, researchers have identified security
challenges with the DRE system that of manipulation of hardware and software by

individuals [16]. Hardware can be manipulated to cause system failures during votes
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or software can be manipulated with a malware virus to tamper with votes. [17]
point out that could insert hidden computer code that would add, subtract, or
change votes. In the best-known potential exploit, the hidden code would cause the
DRE to record a different vote from what the voter sees on the face of the machine.
Another possibility is that the malware could change vote totals after they had been
recorded but before they were downloaded for tallying.

1.1.2. Remote Voting
This type of voting system allows voters to cast their votes from any computer or
digital device connected to the Internet or to a private network, typically from
home or at work. Devices such as personal digital assistance, mobile phones and
even game machines may access these systems [6]. According to [18], remote elec-
tronic voting is a practice where voters are able to vote from a location unsuper-
vised by election officials. The system is different from the Direct-Recording Elec-
tronic system because with the DRE system voters need to vote where the elec-
tronic device system is located meaning voters still need to queue to utilize the
system, however with the remote system voters do not have to travel where the
system is located, any electronic device can be utilized to vote. Remoting voting
can be described as the voting system used in a remote, non-controlled environ-
ment, through electronic means, in which the vote is sent partially or totally via
an Internet connection from a personal computer or mobile device which has not
been specially designed as a specialized electronic voting machine [19]. The re-
mote Voting system can be identified as a voting system that is utilized by the
publicly funded university in the Western Cape. The system shares a website plat-
form that allows students to vote through any electronic means in a non-con-
trolled environment. Voters can vote wherever they are geographically located as
long they have an Internet connection. A remote voting system is an entirely au-
tomated electronic voting environment that uses computers and telecommunica-
tion technologies for remote access [13]. However, the authors argue that with
these types of electronic voting systems, there is a high chance that these systems
can be breached and tempered if not secured accordingly [20].

Both e-Voting systems are confronted with a plethora of challenges that lead to
security compromises and data breaches and these are discussed in section 1.2 to

propose reasonable countermeasures.

1.2. Security Challenges Facing e-Voting Systems

1.2.1 Voter Identification and Voter Authentication

Voter identification is required during two phases of the electoral process: first,
for registration to establish the right to vote, and afterward, at voting time, to allow
a citizen or student to exercise their right to vote by verifying that the person sat-
isfies all the requirements needed to vote. Voter identification would have to occur
with some other types of credentials. This includes Social Security Numbers, dates
of birth, driver’s licenses, or some other unique identifier [3]. With the system

utilized at the publicly funded university in the Western Cape, Student numbers,
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dates of birth, and Identification Numbers (ID) are used as forms of voter identi-
fication.

Lack of voter identification can be a security challenge to the voting system be-
cause hackers or adversaries can acquire the voter’s identification to register and
vote for unknown voters, leading to fraudulent activities of votes. At universities,
hackers and adversaries can acquire student numbers and Identification Numbers
(ID). Especially nowadays where such important details are now linked to social
media accounts or anywhere on the internet web for easy access to accounts [21].
In addition, students that are no longer studying at the university can still access
the student system with ease, thus, another free passage of ghost voters.

As stated by [10] within most e-voting systems there is no way for a voter to
verify that the vote recorded inside the voting machines/systems is the same as the
vote he or she entered and displayed on the machine and system. Hence other
researchers suggested that the electronic voting system must ensure, at every
stage, the voting procedure of the vote is protected [22]. Various methods have
been adopted to acquire voter identification; however, many challenges still arise

on this issue.

1.2.2. Control over Equipment

Perhaps the greatest challenge with Internet voting arises from the fact that elec-
toral authorities do not have control over the equipment used by voters [10] [22].
This can be a major threat, especially with the use of remoting voting whereby
voters are voting from the comfort of their homes, using a certain website. Lack
of control over equipment can provide room for hackers to hack voting software
or systems especially personal devices connecting through unsecured public WiFi.
Furthermore, voters cannot be assisted when faced with security challenges dur-
ing the voting process, because the person who may be able to assist will illegally
access personal information and use it unethically [8]. This is evident at the pub-
licly funded university in the Western Cape where there are no interventions put
in place when student voters are faced with security challenges such as software
malfunctioning. The challenge with remote voting is that some of the electronic
devices that are used by individuals might have malware viruses which might af-

fect the voting website platform to function properly.

1.2.3. Denial-of-Service Attacks (DoS)

One of the security threats to electronic voting is susceptible to denial-of-service
attacks. Denial-of-Service is a cyber-attack in which the perpetrator seeks to make
a machine or network resource unavailable to its intended users by temporarily
or indefinitely disrupting the services of a host connected to a network [23]. DoS
is typically accomplished by flooding the targeted machine or resource with su-
perfluous requests in an attempt to overload systems and prevent some or all le-
gitimate requests from being fulfilled. This kind of attack is common on most
software or website platforms especially when people are using URL links to con-

nect to the service provider because many individuals can use the link at the same
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time to connect to the site which may result in delays in connecting to the system
[8] [21]. According to [24] election or government official can have knowledge of
the inner working of an electronic voting system, and they can deliberately ma-
nipulate the system for either personal gain, or to change the election outcome.
Hence it is crucial to have an independent third party to conduct audit checks of
the electronic voting infrastructure and control voting equipment during election

process.

1.2.4. Malware

Malware is software intentionally designed to cause disruption to computer,
server, client or computer network to leak information, gain unauthorized access
to information or systems [2]. The programs are mainly used broadly against gov-
ernment or corporate websites to gather information. For example, an election
electronic voting system. Attackers can tamper with the software of voting ma-
chines to illegally access voting information by designing a program to erase vot-
ing data or edit vote data. In the 2014 Ukrainian presidential elections were
hacked by a malicious code which deleted key files and made the vote tallying
system inoperable, however the issue was quickly resolved before extensive dam-
ages were encountered. This malicious code can disrupt the voting system by not
allowing the voters to vote for their desired election party [21] [25]. There are two
threats of malicious code. The first one looks to plant malicious software into the
election web server by attackers.

At the public funded university attackers can plant malicious software on the vot-
ing web server to destroy the student vote data. The second threat is the distribution
of malicious software in voter computers thus affecting the election process [26].
For example, attackers can install malicious software, such as a vote-stealing pro-
gram or denial-of-service attack on all computers at the university to prevent stu-
dents from using computers on campus to vote during the election process, thus
affecting the election process. Furthermore, the use of One Time Password was re-
garded as insecure measure as an authentication method because hackers nowadays
deploy ways to have access to One Time Passwords. As stated by [17] [27] attackers
can develop mobile phone and email malware especially Trojans, that are designed
to intercept SMS messages containing OTPs. The virus can receive, alter, delete, and

forward SMS or email messages without user interaction.

1.2.5. Spoofing Attacks

Another security issue of using electronic voting systems is Man-in-the-middle at-
tacks. A man-in-the-middle attack is a type of cryptographic attack over a commu-
nication channel by a malicious third party where a person takes over a confidential
communication channel between two or legitimate communicative points. The at-
tacker can control the communication channel [28]. According to [26], there are
several methods for an adversary to become a Man-in-the-middle and one of them
is spoofing attacks, which deceive voters that they are communicating with the elec-

tion web server. For instance, at universities, student voters during the SRC and
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CHC election can be redirected from an official election website to a fake election
web server, which allows exploitation and tampering of votes, because student votes
have been misled that they are at a real voting website. Furthermore, a spoofing at-
tack could result in an invasion of personal privacy which includes the personal in-
formation of voters. For instance, at universities, this can consist of student num-
bers, date of birth, and Identification Numbers [28].

1.2.6. Ransomware

A ransomware is the control of data or a system which restricts access of user
interaction with the devices or system [7] [27]. Ransom attackers usually ask for
hefty sums of money which called a ransom and data can only be released to users
only after successful payment. Ransom is a “go-to-method of attack” for cyber-
criminals (Sausalito, 2020). In some worst scenarios, if the ransom is not paid the
stolen data can be deleted from the devices or system resulting in financial and
information losses. [29] states that ransomware attack may affect an entire land-
scape of security services, such as confidentiality, integrity, and availably (CIA
Triad), which may not result in financial losses but may also result in important
information. For example, a Texas company in United States that sells software
that cities and states to display results on election night was hit by ransomware in
November 2020. The ransomware required public officials to pay certain amount
in order to decrypt the data to the Texas government officials.

Ransomware has affected a broad spectrum of industries like transport, tele-
communications, financial companies, public law enforcement and health ser-
vices. According to [30] when electronic voting system is targeted by this attack it
renders the data hosted on the election servers (such as the votes cast) unavailable
and therefore the election would have to stop. In some cases, the attackers could
even disclose the data to the public (so-called “double or multiple extortions”). To
illustrate, at a public-funded university, attackers can disclose confidential stu-
dents’ information details such as their student numbers and identification num-
bers, Furthermore, as mentioned by [31] “Ransomware attacks frequently begin
through email as typical phishing message purporting to be from someone the
potential victim trusts, such as a co-worker or friend’.

To illustrate, an attacker portrayed as the student can send a fake voting website
link via the student’s email accounts to gain voting data details from students and

use them for beneficial gains.

1.2.7. Social Engineering

Social engineering is the psychological manipulation of people into performing
actions or divulging confidential information [25] [32]. Social engineers take ad-
vantage of victims to get sensitive information, which can be used for specific pur-
poses. For example, in the context of the public funded university electronic vot-
ing system, this sensitive information can be student numbers and identification
numbers which can be used to register and vote without student knowledge. Ac-

cording to [32], there are two categories of social engineering, human-based or

DOI: 10.4236/0alib.1112166

7 Open Access Library Journal


https://doi.org/10.4236/oalib.1112166

J. Chigada, D. S. T. Mazhawidza

computer-based. Within the human-based attack, the attacker executes the attack
in person by interacting with the target to gather desired information. Students at
universities can create relationships with other students in order to gain access of
their partners confidential information. The second category is a software-based
attack that is performed using devices such as computers or mobile phones to get
information from the targets, and one of the attacks is spear phishing emails. At-
tackers can be a call or an email that directs individuals to fake website, at the
research site context that would be an email that directs students to a fake elec-
tronic voting website [33] [34].

Some of the countermeasures that can be implemented to safeguard e-Voting

systems are described in section 3 below.

2. Countermeasures to Safeguard e-Voting Systems
2.1. End-to-End Verification and Encryption

A properly designed vote verification process can allow a voter to perform end-to-
end verification allowing checks indicating that votes have been recorded as cost
and counted as recorded. In this paper the authors deploy vote verification methods,
such as end-to-end verification which is a method that enables a voter to have an
encrypted copy of the vote store in systems. End-to-end verification, cryptographic,
or open-audit voting systems are systems which have been used to preserve ballot
secrecy [35]. Furthermore, voters should not be allowed to vote twice, on an elec-
tronic system and this can be achieved by a proper authentication method. As illus-
trated by [18] a good authentication must be provided so that voters should have
unambiguous regarding the security of electronic voting systems, and this can be
achieved by the combined usage of visual cryptography and anti-phishing process.
For instance, using a visual cryptography technique, voters can be able to identify
whether they are utilizing a phishing web server or original site.

Apart from visual cryptography, voters can make use of biometric-based au-
thentication method which allows the use of fingerprints, face recognition. [35]
believe that biometric-based authentication will increase the security level of elec-
tronic voting systems because biometrics have personal characteristics different
from one another, cannot be stolen or used by someone else. Universities must
have this kind of authentication to secure the information of students which is
regarded as highly confidential.

2.2. Blockchain-Based e-Voting Systems

After the rising popularity of Bitcoin, blockchain technology gained popularity in
numerous sectors. The same technology is now being used in electronic voting
systems. Blockchain is a shared, distributed ledger that facilitates the process of
recording transactions and tracking assets in a business network [36]. This system
can help voters’ information to be secured because with a blockchain system every
move and transaction is monitored and checked before being executed [35]. In

addition, with the blockchain system, authorized viewers can view the voters’
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information meaning access is blocked for unauthorized viewers. [35] [36] sug-
gested that to ensure that the system is secure, during the electronic voting pro-
cess, the block will contain the previous voter’s information, so that if any of the
blocks are compromised, then it would be easy to find out since all blocks will be
connected to each other. This process prevents the duplication of multiple votes
because it can detect if the number of votes is greater than the number of people
who showed up to vote. For instance, if 1000 voters are registered in the block-
chain and 1500 voters are detected in the system. The system can send an error
message to the back-end of the system regarding the additional 500 votes in the
blockchain system which provides an awareness of possible security breaches in
the electronic voting system.

Blockchain technology generates cryptographically secure voting records.
Votes are recorded accurately, permanently, securely, and transparently [35]. Per-
missions and cryptography prevent unauthorized access to the network and en-
sure that participants are who they claim to be. Furthermore, [18] [35] stated that
Blockchain distributes individual voting information across thousands of com-
puters globally making it impossible to alter or delete votes once they have been
cast. These contribute to trust between voters, by protecting their data and privacy
Data and privacy are important in terms of voting and with the use of blockchain

technology data, votes can be secured from malicious attacks.

2.3. Anti-Virus Software and Firewall

Antivirus software protects computers from viruses, malware, spyware, worms and
trojan horses easily. There are various antivirus software available in the market.
This software protects our computer from viruses, updating virus definitions, block
viruses, and prevents infections from virus [20]. As illustrated before, how malicious
code can affect the votes in the system, anti-virus software can be a good interven-
tion to prevent these malicious codes. Anti-virus software and Firewall can be used
to protect computer where election ballot or data stored from viruses, worms, and
firewalls can protect the electronic voting system from illegal access by blocking at-
tackers from disrupting the private network. [5] [24] believe that the entire E-Voting
System and the E-Voter database would be operating using the Internet services
which make them more susceptible to online threats. Therefore, multiple layers of
security would be implemented through the use of firewall and anti-virus to ensure

highest levels of security for the web portal and mobile applications.

3. Methodology

The interpretivism paradigm was used to guide this qualitative research study.
According to [37], interpretivists go into the real world, collect data on a particular
research phenomenon, in this case on public-funded universities’ electronic vot-
ing system from the user perspective. Interpretivism was utilized in qualitative
research studies because the authors wanted to interpret what they got from the

real world, that is from the students using the electronic voting system. In
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qualitative research studies, non-numerical data is used to answer/solve a partic-
ular research question [38]. The qualitative research method was used in the re-
search because the authors interacted with the student voters at the university to
understand their perception of the established electronic voting system. In order
to understand participant’ lived experiences in a social environment, it was im-
perative to conduct semi-structured interviews [39]. A case study design was used
because it provided the authors with an in-depth description of sample elements
[40] [41]. [41] states that a case study allows investigators to retain the holistic and
meaningful characteristics of real-life events, such as individual life cycles, small
group behaviour, organizational and managerial processes, neighbourhood
change and school performance. In addition, [42] states that despite the existence
of many innovative designs and approaches for applied research, careful consid-
eration should be given. It is vital for researchers to avoid using weak designs or
with methodological flaws [42]. The authors of this paper used a case study design
because of its strengths and wide use in qualitative research.

Primary data were collected using in-depth interviews from students who voted
in 2021 and 2022 election of the SRC. A total of fifteen (15) participants were se-
lected for this study. The Each interview was conducted for not more thanl5
minutes using a mobile voice recorder. Each interview was saved separately on the
software. The interviews were saved as, ‘Interview 1, Interview 2...Interview 15’.
The interview recordings were uploaded in ATLAS.TI version 9. ATLAS. TI ver-
sion 9 is a qualitative data analysis program used by researchers to analyse quali-
tative data [39]. The authors used ATLAS. TI to organise, structure and be sys-
tematic with the data. The data that were aligned to the current electronic voting

system, which cannot be found using secondary data [43].

4. Discussion of Findings

The study examined security challenges around the student representative council
e-voting system at public—a funded university in the Western Cape. This section

presents and discusses the findings from the 15 interviews.

4.1. Demographics of Participates

A total of 15 participants were selected for the study. The sample was based on
individuals who reside on campus at the public-funded university in the Western
Cape. The participants were mainly students who were part of political parties.
Eight participants were males and seven were female. The majority (8) of the rep-
resentative were between the ages of 24 - 44 males doing their post-graduate pro-
grams in Business Administration and Politics. The minority (7) were females be-
tween the ages of 18 - 24 third-year students studying Bachelor of Commerce.
Furthermore, majority (10) of the respondents were student politicians from dif-
ferent political parties. This is a suitable sample as it was based on individuals who
resided on campus with most of them having participated in the 2021 and 2022
SRC elections.
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Table 1. Demographics of participants.

Gender Age cohorts Degree/Qualification of study Frequency
Postgraduate bus.
18 - 23 24 - 44 . .. BCom
admin & politics
Male 3 5 8 - 8 (53.3%)
Female 5 2 - 7 7 (46.7%)
TOTAL 100

4.2. Challenges on the e-Voting System in the SRC/CHC
Student Elections

In this research, the influences of student/ ID number, exclusion of other political
parties, and the approval of OTP on the online voting system SRC/CHC student
elections security challenges was analysed.

4.2.1. Student Number/ID Number

The use of ID numbers was identified as a determining factor across all the par-
ticipants in all age groups. This was due to the lack of privacy and safety of infor-
mation of other participants when using their student email accounts. One par-
ticipant stated that:

“Student numbers and numbers are no longer private information because
nowadays everyone can have access to that information easily just pay certain
people”. This is a contributing factor because individuals can know other stu-
dents’ ID numbers and student numbers. Participant D states that “He can
vote for his partner/friend without her knowledge because he knows his part-

ner/friend’s student number and ID number”.

This information is confidential since it is required for voter authentication as
illustrated by [3] in the literature review about voter identification such as social
security numbers, dates of birth, driver’s licenses, or some other unique identifier.
However, this voter identification is not confidential at a public funded university
in the Western Cape, student numbers and Identification numbers are recorded
almost everywhere around the institution and this kind of information can be cap-
tured and tempered for beneficial gains.

Participant C mentioned that:

“Student personal details are not safe because the information is recorded in
open books everywhere around campus, especially at residential entrances

where almost everyone can see other student personal details”.

The disclosure of student information can lead individuals to steal the infor-
mation for the purpose of gaining access to student email details and details
needed to vote during the election process. In contrast, the findings from the study
provided the view that individuals perceive the use of face recognition and finger-

prints as good methods of identification. Participant Z mentioned the use of face
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recognition or fingerprints as a method of identification prevents fraudulent ac-
tivities on a large scale because it prevents inside attack activities and hacking of

student information. Participant Z said:

“Fingerprints can be ideal because it truly identifies the voter because you
cannot be forced to use your fingerprint to identify yourself”. Some respond-
ents advocate the use of online voting and suggest going back to the tradi-
tional way “We should drop the online voting system until there are definite

secure methods”.

The utilization of fingerprints as an intervention was supported by researchers [44]
when they illustrated that an effective tool to uniquely identify voters and prevent
voters from re-voting is to use each voter’s fingerprint as a form of biometric identi-
fication. Since each fingerprint is unique to a person, there will not be an opportunity
to fake your eligibility or your name when voting. Moreover, a One Time Password
is used as an identification key to connect to a server which can only be used once for
security measures. The use of the receiving OTP code for voter confirmation via stu-
dent email was disliked because most of the student email accounts are connected/

linked to their student numbers and ID number. Participant D mentioned:

“If I can access your email account then I can receive the OTP on your be-
half”.

The security issue of OTP authentication is supported by [17] in the literature
review when the author illustrated that the use of One Time Password was re-
garded as insecure measure in term of authentication method because hackers
nowadays have deployed ways to have access to One Time Passwords. This shows
that receiving OTP passwords as a security measure is still a pending issue because
there are no authentication methods put in place to secure the code once received
on mobile numbers or email address.

Participant E mentioned she received an OTP code via email without her

knowledge. In addition, participate B said:
“Received an OTP notification before voting”.

This implies that there are possibilities that a certain individual used the partici-
pant’s student email account without the participant’s knowledge, thereby if the stu-
dent email accounts are linked to the student number and ID number individuals
can get access to other student email accounts by using the user’s student number
as username and ID number as a password. In contrast, participants A and B men-
tioned that they prefer a link to receive an OTP in order to eliminate the process of

receiving an OTP code via student email accounts. Especially participant B said:

“I prefer receiving the OTP via my cell phone number because it is more

convenient than via my student email account”

4.2.2. Exclusion of Other Political Parties/Management
The danger of interference by someone else in proximity to a voter (for example,
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at home or at work) during the process of remote Internet voting in order to con-
trol the voting decisions through intimidation, fraud, and forced to vote sell. The
involvement of political parties/members during the student voting process was
identified as a challenge. Participant F mentioned that the involvement of political
parties during the voting process affects the decision-making of the voters and
said that:

“Political leaders can intimidate voters or buy votes from individuals”.

One of the researchers agrees with respondent F when [2] illustrated that people
intent on selling their vote by giving out their card IDs in electronic voting sys-
tems. With online voting, voters can sell their votes to different political parties.
Furthermore, this inclusion of political parties/ institution management in the
voting process may result in unfair activities from political parties/ management.

Participant Y mentioned that:

“The involvement of management/political parties may result in fraudulent
activities, especially when the institution does not want certain political par-
ties involved in the institution’s management. Management can assist in in-

side attacks to promote their agenda or propaganda”.

[33] supports participant Y that the system is vulnerable to inside attacks
when the author illustrated that inside attacks from system administrators can
contribute to temper around election outcomes to favour candidates. In addi-
tion, other participants believed there was an inside attack involved during the
elections, according to voters’ stats, more than 1000 students voted from 3 am
to 6 am on the last day of voting. In contrast, this can be biased information
because students can vote during that time because the system was available
24/7. The inclusion of political members during the voting process can be rele-
vant to support other voters who do not have the technical skills to access the
website or server during the voting process or voters who face system challenges
during the voting process. Findings from the study suggested that political par-
ties and institution management must not be involved during the election pro-
cess. Participant X mentioned involving a different group of control that does
know anything about the political parties and institutions “Inclusion of a special
group can prevent fraudulent activities because they have only one job which is

to monitor the election process”.

4.2.3. System Failure

The possibility of system attacks or breakdowns, or connection failure. Table 1
shows some of the numbers of voters who were logged on the system and did not
complete casting their votes. This incompletion could have been caused by the
system taking a long to respond, which is related to connection failure. In addition
to this connection failure, the system could have experienced bottlenecks where
there is an overload of users using the system. For instance, more than 1000 stu-
dents would want to vote on the system simultaneously, which may result in sys-

tem breakdowns. Some participants stated that the system would have some
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periods where voters struggled to vote, delaying them to cast from casting votes
and forfeiting their votes. With these system breakdowns and connection failures
mentioned and experienced by student voters, there was no intervention to miti-

gate the problems. Participant N stated that:

“When the system was experiencing these challenges, they would try again

until the system began responding.”

[10] support participant N when the author illustrated in the literature review
that electrical authorities do not have control over the equipment used by voters,
this equipment can be the system that the voters utilized during the voting sys-
tem. Another researcher in the literature [27] also support respondent N regard-
ing the issue of system lags which can be caused by malicious code that can be
installed on the Web server or system to disrupt the voting process. Further-
more, other researchers also support the response when [9] illustrated that mal-
ware may prevent casting votes (potentially stealthily, leading voters to believe
they did cast votes), deceive voters about any aspect of the voting process, pub-
licly expose voters’ choices, or degrade the experience to deter voters from vot-

ing at all.

5. Conclusions

The study examined the security challenges around the Student Representative
Council electronic voting system at the public-funded university in the Western
Cape. Relevant literature on electronic voting systems and the types of electronic
voting systems, namely, direct recording electronic voting systems and remote
voting, were discussed. The study outlined the security challenges and interven-
tions that are put in place to mitigate these types of voting systems. The study
revealed that current security challenges include the use of student numbers and
identification numbers as voter identification and authentication and the inclu-
sion of other political parties/management during the voting process. The overall
results of this study recommended the use of biometric authentication finger-
prints or face recognition for voter identification which makes the student infor-
mation private and secure from other individuals. The study suggested that the
electronic voting system should be monitored and protected by system adminis-
trators to prevent denial of service attacks and the installation of malicious soft-
ware being installed in the voting system from outsiders. To prevent outsiders
from having access to student email accounts when receiving their One Time
Passwords, students should change their passwords or use multi-authentication
factors so that no attackers can predict their login details. Lastly, the authors ad-
vise that web servers and systems utilized for the voting processes should be pro-
tected from malware infections with the use of antivirus and firewall programs.
However, the findings provide room for research to be conducted as only front-
end users of the voting system were used for analysis. With more information,

more findings can be drawn to counter the challenges.
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